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AXIS® PRO MPL SOLUTIONS 
 

NETWORK SECURITY SUPPLEMENT 
 

 
1. Applicant Name:        
 
2. Please indicate what types of electronic data records of employees and/or customers the Applicant stores on its  
 computer system? (Please check all that apply.) 

 

 Monetary transactions 
 Securities 
 Medical data 
 Customer information 
 Credit card information 
 Trade secrets 
 Employee information 
 Intellectual property assets 

 
3. In the past five years has the Applicant experienced a security breach to its computer systems?   Yes   No 

 

 If yes, please explain and identify the steps taken to prevent future security breaches to the Applicant’s computer  
 systems.        
 
4. Has the Applicant ever had to notify a customer/client of a breach in network security that may have affected their  
 information?   Yes   No 

 

 If yes, please provide written details.        
 
5. Does the Applicant transmit credit card, customer, employee, medical, monetary or financial information through 
 wireless routers to banks for approval or to the Applicant’s central computer systems?   Yes   No 

 

 If yes, does the Applicant utilize Wired Equivalent Privacy (WEP) security protocol?   Yes   No 
Please explain and identify any steps taken to upgrade the Applicant’s Wired Equivalent Privacy (WEP) security  
protocol.        
 

 If the Applicant does not utilize WEP security protocol, does the Applicant utilize Wi-Fi Protected Access (WPA) or Wi- 
 Fi Protected Access 2 (WPA2) security protocol?   Yes   No 

Please explain and identify any steps taken to upgrade the Applicant’s Wi-Fi Protected Access (WPA) or Wi-Fi  
Protected Access 2 (WPA2) security protocol.        

 
6. Does the Applicant transact business utilizing debit, credit, pre-paid, e-purse, ATM and/or POS cards?   Yes   No 
 

If yes, is the Applicant compliant with the Payment Card Industry Security Standards and the Fair and Accurate Credit  
Transactions Act (FACTA)?   Yes   No 
 

If no, what steps has the Applicant taken, or is undertaking to become compliant with the Payment Card Industry  
Security Standards and the Fair and Accurate Credit Transactions Act (FACTA)?        

 
7. Does the Applicant have a person, group or outside information security firm responsible for its information security? 
  Yes   No 

 

If yes, please provide written details concerning the person’s, group’s or outside firm’s experience level and  
responsibilities.        

 
8. Does the Applicant or the Applicant’s outside information security firm have procedures in place for notifying 
 customers/clients of a breach in network security that may have affected their information?   Yes   No 

 

If yes, please provide written details.        
 
9. Does the Applicant or the Applicant’s outside information security firm monitor the Applicant’s network in real time to  
 detect possible intrusions or abnormalities in the performance of the Applicant’s system?   Yes   No 

 

If yes, please provide written details regarding who is notified and how long it would take for corrective action to be  
taken once a security breach is detected.        
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10. Describe the security measures used to prevent unauthorized access to: 
 

 A. the Applicant’s premises and facilities:        
 

B. the Applicant’s computer systems/servers entrusted to others:        
 

C. the Applicant’s computer systems/servers entrusted to employees:        
 

D. the Applicant’s computer systems/servers located on the Applicant’s premises:        
 

E. computer systems/services of others in the Applicant’s care, custody and/or control:        
 
11. Describe the security measures used by the Applicant to protect confidentiality and integrity of data.        
 
12. Advise technology the Applicant uses for: 
 

 A. Encryption:        
 

 B. Authentication:        
 

 C. Anti-virus:        
 
13. Does the Applicant perform security audits?   Yes   No 
 

 If yes, please advise the following: 
 

 A. who performs the audit?        
 

 B. how frequently are the audits performed?        
 

 C. what actions have been taken to correct any unfavorable results?        
 
14. A. Does the Applicant have a formal, documented security policy?   Yes   No 
 

 B. Does the Applicant document that all employees have read and understand the Applicant’s security policy?   
   Yes   No 
 
15. Backup of the Applicant’s computer systems and data: 
 

 A. how often are backups performed?        
 

 B. are backups stored off site?   Yes   No 
 
THIS NETWORK SECURITY SUPPLEMENT IS ATTACHED TO AND FORMS A PART OF THE AXIS® PRO MPL 
SOLUTIONS APPLICATION OR PART OF ANOTHER COMPANY’S APPLICATION, IF ACCEPTED BY THE 
COMPANY. 
 

REPRESENTATIONS: 
 

By signing this supplement, the Applicant agrees that: 
 

1. The statements and answers given in this supplement and any attachments to it are accurate and complete; 
2. The statements and answers the Applicant furnishes to the Company are representations the Applicant makes to the Company  
 on behalf of all persons and entities proposed for coverage; 
3. Those representations are a material inducement to the Company to provide a proposal for insurance; 
4. Any policy the Company issues will be issued in reliance upon those representations; 
5. The Applicant will report to the Company immediately, in writing, any material change in the Applicant’s operations, condition or  
 answers provided in this supplement that occur or are discovered between the date of this supplement and the effective date of  
 any policy, if issued; and 
6. The Company reserves the right, upon receipt of any such notice, to modify or withdraw any proposal for insurance the Company  
 has offered. 
 

WARNING 
 

ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT S(HE) IS FACILITATING A FRAUD 
AGAINST THE INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE 

STATEMENT MAY BE GUILTY OF INSURANCE FRAUD. 
 

 
 

      
 

      
NAME (PLEASE TYPE OR PRINT) 
 

NAME (SIGNATURE OF AUTHORIZED REPRESENTATIVE) 

            
TITLE  DATE 
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TO BE COMPLETED BY PRODUCER(S) ONLY: 
 

RETAIL PRODUCER: 
Producer Name: 
City, State: 
Telephone No.: 

 
 

      
      
      

WHOLESALE PRODUCER: 
Producer Name: 
City, State: 
Telephone No.: 

 
 

      
      
      

 
BROKER/AGENT SIGNATURE (NEW HAMPSHIRE):                  
 
NOTICE TO ARKANSAS APPLICANTS: 
ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR 
BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF 
A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON. 
 
NOTICE TO COLORADO APPLICANTS: 
IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION 
TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE 
COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF INSURANCE AND CIVIL DAMAGES.  
ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY PROVIDES FALSE, 
INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICYHOLDER OR CLAIMANT FOR THE 
PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICYHOLDER OR CLAIMANT WITH REGARD 
TO A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS SHALL BE REPORTED TO THE 
COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY AGENCIES. 
 
NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: 
WARNING:  IT IS A CRIME TO PROVIDE FALSE OR MISLEADING INFORMATION TO AN INSURER FOR THE 
PURPOSE OF DEFRAUDING THE INSURER OR ANY OTHER PERSON.  PENALTIES INCLUDE IMPRISONMENT 
AND/OR FINES.  IN ADDITION, AN INSURER MAY DENY INSURANCE BENEFITS IF FALSE INFORMATION 
MATERIALLY RELATED TO A CLAIM WAS PROVIDED BY THE APPLICANT. 
 
NOTICE TO FLORIDA APPLICANTS: 
ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A 
STATEMENT OF CLAIM OR AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE, OR MISLEADING 
INFORMATION IS GUILTY OF A FELONY OF THE THIRD DEGREE. 
 
NOTICE TO KENTUCKY APPLICANTS: 
ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER 
PERSON FILES AN APPLICATION FOR INSURANCE CONTAINING ANY MATERIALLY FALSE INFORMATION OR 
CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO 
COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME. 
 
NOTICE TO LOUISIANA APPLICANTS: 
ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR 
BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF 
A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON. 
 
NOTICE TO MAINE APPLICANTS: 
IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN 
INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES MAY INCLUDE 
IMPRISONMENT, FINES OR A DENIAL OF INSURANCE BENEFITS. 
 
NOTICE TO MARYLAND APPLICANTS: 
ANY PERSON WHO KNOWINGLY AND WILLFULLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT 
OF A LOSS OR BENEFIT OR WHO KNOWINGLY AND WILLFULLY PRESENTS FALSE INFORMATION IN AN 
APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN 
PRISON. 
 
NOTICE TO NEW JERSEY APPLICANTS: 
ANY PERSON WHO INCLUDES ANY FALSE OR MISLEADING INFORMATION ON AN APPLICATION FOR AN 
INSURANCE POLICY IS SUBJECT TO CRIMINAL AND CIVIL PENALTIES. 
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NOTICE TO NEW MEXICO APPLICANTS: 
ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR 
BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF 
A CRIME AND MAY BE SUBJECT TO CIVIL FINES AND CRIMINAL PENALTIES. 
 
NOTICE TO NEW YORK APPLICANTS: 
ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER 
PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY 
FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY 
FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND SHALL ALSO 
BE SUBJECT TO A CIVIL PENALTY NOT TO EXCEED FIVE THOUSAND DOLLARS AND THE STATED VALUE OF 
THE CLAIM FOR EACH SUCH VIOLATION. 
 
NOTICE TO OHIO APPLICANTS: 
ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE IS FACILITATING A FRAUD AGAINST AN 
INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE STATEMENT IS 
GUILTY OF INSURANCE FRAUD. 
 
NOTICE TO OKLAHOMA APPLICANTS: 
WARNING:  ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY 
INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE POLICY CONTAINING ANY FALSE, 
INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY. 
 
NOTICE TO PENNSYLVANIA APPLICANTS: 
ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER 
PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY 
FALSE INFORMATION OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY 
FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND SUBJECTS 
SUCH PERSON TO CRIMINAL AND CIVIL PENALTIES. 
 
NOTICE TO RHODE ISLAND APPLICANTS: 
ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR 
BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF 
A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON. 
 
SURPLUS LINES NOTICE FOR RHODE ISLAND APPLICANTS: 
THIS INSURANCE CONTRACT HAS BEEN PLACED WITH AN INSURER NOT LICENSED TO DO BUSINESS IN THE 
STATE OF RHODE ISLAND BUT APPROVED AS A SURPLUS LINES INSURER.  THE INSURER IS NOT A MEMBER 
OF THE RHODE ISLAND INSURERS INSOLVENCY FUND.  SHOULD THE INSURER BECOME INSOLVENT, THE 
PROTECTION AND BENEFITS OF THE RHODE ISLAND INSURERS INSOLVENCY FUND ARE NOT AVAILABLE. 
 
SURPLUS LINES NOTICE FOR SOUTH CAROLINA APPLICANTS: 
THIS COMPANY HAS BEEN APPROVED BY THE DIRECTOR OR HIS DESIGNEE OF THE SOUTH CAROLINA 
DEPARTMENT OF INSURANCE TO WRITE BUSINESS IN THIS STATE AS AN ELIGIBLE SURPLUS LINES INSURER, 
BUT IT IS NOT AFFORDED GUARANTY FUND PROTECTION. 
 
NOTICE TO TENNESSEE, VIRGINIA AND WASHINGTON APPLICANTS: 
IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN 
INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES INCLUDE 
IMPRISONMENT, FINES AND DENIAL OF INSURANCE BENEFITS. 
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