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AXIS® eRisk Hub®

A Highly Specialized Web Portal to Help Prevent,

Report and Recover Cyber Losses Breach Coach™
Our Breach Coach service, staffed by
attorneys who are certified privacy
professionals, provides immediate triage

How prepared are you? assistance in the event of a breach.
News Center

The News Center keeps you up to date with
cyber risk events, security and compliance
blogs, security news, risk management
solutions, and helpful industry links.

Network attacks and privacy violations are occurring with increasing frequency.
Even with strong security and privacy controls in place, companies can be
victimized by internal fraud, business interruption, damage to data, theft of data
or cyber extortion.

Learning Center

Once an incident occurs, immediate help and expertise may be needed to
respond and recover. Because incidents can be very complex, assistance The Learning Center contains best-practices
across a broad range of disciplines should be considered including legal/ articles and white papers written by leading
regulatory compliance, information technology (IT) security, privacy, disaster technical and legal professionals on
recovery/business continuity, computer forensics, public relations, credit compliance, network security, privacy and

monitoring and law enforcement. LRSS

The AXIS®eRisk Hub® is a safety net that complements and bolsters your eRisk Resources Directory

existing incident response and business continuity plans. An Internet-based From security consultants, to PCl and FACTA

service, the portal provides network security and specialized e-risk experts, to forensic investigators, to

management resources including news and content from providers of cyber e-discovery specialists, the eRisk Resources

risk services. Directory helps you quickly find external
resources with deep expertise in pre- and
post- breach disciplines.

How the AXIS® eRisk Hub® Helps

Prevention Recovery

* Learn best practices in cyber risk management e Call the Breach Coach

* Monitor breach activity and trends through email * Find attorneys experienced in breach notification,
alerts and news services e-discovery, and regulatory compliance

* Obtain an objective assessment of security * Engage computer forensics specialists to
& privacy readiness investigate a breach event

* Get a network vulnerability scan * Locate experts to harden security or remediate

damages

e Obtain help in developing or refining a privacy policy
* Obtain credit monitoring services for affected

* Download risk management forms & documents
employees, customers or members

» Create a crisis communications plan : : : : : : :
e Retain a public relations firm with experience in

managing breach communications

The display of vendors on this portal is not an endorsement of their services by AXIS®, nor is it approval of the vendor for their services for the purposes
of coverage under any insurance policy issued by AXIS®. If you intend to seek reimbursement from or payment by AXIS® for a covered claim, then refer
to your policy terms and conditions prior to incurring expenses. Any coverage provided by AXIS® shall be governed by the terms and conditions of your
insurance policy.



